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Abstract. Abstract—The main aim of our research is to desigpendable
circuit in FPGA. To make a real dependability maithel real effects of injected
errors and faults have to be studied. We proposhdrdware fault emulator
here. The emulator deals with single-bit changebitlstream. Emulation is
performed in user-selected area. Look-Up-Tables,irderconnection, cell-to-
bus connection and routing resources are considetber FPGA resources are
not considered. Only combinatorial circuits anddtenarks were measured due
to our knowledge of FPGA resource limitation. Adists were performed on
Atmel FPSLIC architecture.

1 Introduction

The size, versatility, and price of commercial &i¢?frogrammable Logic Arrays
(FPGAS) allows replacing ASICs in many applicati¢tjs[3]. The SRAM, which the
FPGA configuration is based on, is sensitive orgleirEvent Upset SEU [4]. The
SEU can be caused by high-energy particles hittiegsilicon and changing the logic
state of the SRAM cell.

The main aim of our research is to design depeedelduit in FPGA. To make a
real dependability model the real effects of ingecterrors and faults have to be
studied. This paper is about the detailed analgissut the possible faults and their
effects to the final design implemented in FPGApé&xments apply fault injection
into the bitstream and emulation method [5-8].

The SEU impact to FPGA was also performed by ama#tsearch group [6]. Here
the possible situations are divided into 6 groltedels and experiments were done
for ATMEL FPGASs. Results could lead to reliabiliparameters increasing in our
future research. Some publications have focuse@l@ble systems based on a single
FPGA using a Triple Module Redundancy (TMR) struetinside [9] and [10]. These
techniques can be based on knowledge of FPGA il@jalesources cost.

The structure of the paper is following: The satt® describes our proposed
classes for Area in FPGA and possible classes dfsfan FPGA structure. The
section 3 describes our emulator, where the meamunrewas performed. The section
4 shows result from the experimental fault injectiand the section 5 concludes the
results and the contribution of the measurement.



2 FPGA fault analysis

The main problem in detailed studies of real faahd their effects to the function of
design implemented in FPGA is the very confinedvidedge of front-end of FPGA

professional design tools (due to licensees). Hbee detailed experiments and
methods how to get know this information are présen

2.1 FPGA resources

The FPGA resources were divided into disjoint s@isted below), which are

specified by their location and function.

1. LUT: It holds the logic function in SRAM memory.

2. Cdll interconnection: The configuration of Logic cells; these bits aesponsible
for the LUT correct inputs selection; feedbackdgit cell, correct output selection
(registered/nonregistered function, 3- or 4-inpuffLorganization).

3. BUS to Cell/Cell to BUS: This is a bidirectional connection, which conisettte
Logic Cell to one of BUS plane.

4. BUS crossing: This is a connection in the centre of perpendiclius crossing,
which allows connections between these lines.

5. BUS repeater: This is a simple 4-port switchbox. It allows dng of each wire
from every input.

6. Forbidden: These are bits, that have their own place intrieiggn, but a physical
SRAM cell is probably not assigned to them. Thisasised by the bitstream byte
organization. It is also possible that these bitsrehother (for us unknown)
meaning. We assume, that these bits does nottegigtfore should not be tested.

7. Unexplored: other resources, which were not listed above. pbsition in the
bitstream implies their usage, although their exat¢ in the bitstream has not
been completely analysed. PartdRéfM, reset andclock resources are expected to
lie in this category.

This list is not completeRAM, reset, clocks andl/O pad (only partially covered here

by unexplored set) are missing in the list. Our emulator alnumstsn’t use them.
However incompleteness of the list does not imgiattSEU occurrence in

nonlisted region could not destroy the design. Tihee needed to determine the

category, which the bit belong in, correspond€x@l) time complexity.

2.2 Fault groups

Primary goal of fault division is a separation @spbwhich can never influence on the
function of the loaded design, and bits which ceadlto the modification of the
design. Such a classification is possible only wtencomplete structure of FPGA is
known (and corresponding bitstream position is kmpw

A class cannot be correctly evaluated without kemlge of wire state (Function,
constant or High-Z) and current bit value. The catafion is therefore based on the
design bitstream, because the distribution intosghgroups is specified by the
physical layout of the FPGA.
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Every fault belongs to one fault group, as shownFig. 1. In the first
approximation, the bit is placed Wesed, Unused or Unknown group.

1. Unused: this bit does not concern the design area. Naasigath can exist between
the design and wires associated with the faultr@foee neither static nor dynamic
design changes in the design are expected. Althaugih a fault could potentially
lead to higher static current consumption wherctillides with ‘1.

2. Used: This group belongs to bits, which are primaryated by the design of
connecting resources (a sample showBasicrossing in Fig. 2.a or by standing in
the critical position, where switching this resaiman lead taonflict (Fig. 2.b) or
alternation.

Any bit from this group influences an active pdrtiee design. Alternation of this
bit can lead to the design modification, shortdesign, open on the datapath,
which can functionally alter the design. A spegiaup,antenna, can alter only
the dynamic behavior by adding an extra capacittmtead (Fig. 2.c).

3. Unknown: A class of bits, whose correct class can not wauated. This, in
simplification, can be caused by unknown state @ wire, or by missing
information about the bit meaning in FPGA resources

2.2.1 Subcategories of used bits
A group of used bits covers many versatile typefaolt. Aimost all of them can lead
to design functional alternation. The only excepti® Antenna group.

All the Figures in this subsection show both thigiaal (correct) configuration and
the modified configuration (after the fault).



Fig. 3. Open at the bus crossing Fig. 4. Open in 2:1 mux
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Fig. 7. Conflict at the bus crossing  Fig. 8. Conflict in multiplexor — multiple input

1. Open: The basic model of this class is a wire intefiamt which can have many
different origins in the FPGA architecture. The ilogid case is an open in bus
crossing (Fig. 3).

Another case of open is in 2:1 mux, where the tegulfunction (on the left)
suddenly has no source driver on the fault occegemhis case is shown on Fig. 4
and assumes transfer-gate mux realization:

2. Alternate: These bits alternate the design without any ainfin the bus. A 2:1
mux with configuration shown in Fig. 5 is a typietample of alternate group. In
some situation (e.g. Fig. 5), thaternate fault can be viewed as a special
combination ofopen and antenna, which does not leave any wire undriven and
which does not creates conflict when connectinglarcsignal.

A special case, when bothdnd § are the same function, is possible, but these
cases are neither detected nor separated in duefaulator. Another example is a
bit alternation in truth table of LUT. (Fig. 6).

3. Conflict: This is a special category defined by connecthgéwo or more driven
wires. This conflict leads to a short circuit betémepower supply and ground
through the drivers. The result of conflict is héwcpredict, unless a detailed FPGA
layout is known. A simple conflict can occur on BUdf®ssings (Fig. 7). The™
operator in Figures 7 and following should be ipteted as dominance: if one of
the operands can drain more current, that willdseilt of the ¢’ operator.

Conflicts can also occur in multiplexers when stéfgy more than 1 input (see
Fig. 8). Another possibility of signal conflict in bus network. In altered state, a
conflict on a common bus wire can occur (Fig. 9jthwihe same current drain
strength of the drivers.
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Fig. 10. Unpredictable output enable bufferFig. 11. Unpredictable mux selector driver

A conflict is separated into 2 subcategories:
* “0-F"in cases, where any function conflicts withnstant ‘0’
* “F-F", where conflict is between two non-consténictions.
4. Unpredictable faults are a special case of open, where the Wédaical value ‘1’
is substituted with ‘Z’. Two cases in FPSLIC areliure are presented at Figures
10 and 11. Thesenpredictable faults were separated from other faults only
because of unknown physical layout of these elesnent
5. Antenna: A special case of a used bit, where an unused iwiconnected to the
datapath. This fault statically has no influencetloa design function. An example
of antenna fault is shown in bus crossing at F&j.\When the appended wire has
not assigned a driver, the appended line is drik@n the first input (Fig.13.)
Another multiplexor configuration is shown in Fit4. The multiplexor has no
selected input. The output wire of the multiplei®not driven nor read. Selecting
the input will not harm the design, it append ansed wire to the datapath.
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Fig. 12. Antenna at the bus crossing  Fig. 13. Antenna in the mux, multiple inputs

Fig. 14. Output antenna at mux with no input S@&ec

Since a bus repeater has a build-in driver, tieaged output should be not as
big capacitance as other listed cases. Despitdy sase is also considered as

antenna.



3 Our Emulator
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We used a hardware emulator described in [8], whiak extended by ability to test
bits listed in chapter 2.1. The SEU fault is emedaih the FPGA through the dynamic
reconfiguration. Each single bit in the bitstreapresents one possible fault, which is
injected into the FPGA by writing the inverted valato the design.

The FPGA is virtually divided into two areafsult injection area andault safe
area. The emulator (Fig. 15) was implemented irXRBIEL FPSLIC device.

In this paper, the resulting class of the faultinterpreted only as a “fault is
modifying the design” or “fault is not modifying ehdesign.” However, more
resulting categories according to [11] is also fidego obtain from the emulator.

4 Results

The first important result is the number of bitsevery FPGAresource and every
fault class.. The S1488 benchmark is presented in Table 1h Ealumn represents
one resource from section 2.1. Each row represer@dault from section 2.2.1. Total
number of bits for each resource and fault categarybe found in crossing of related
column and row. Impossible combinations of categgoare marked by “—“symbol.

Table 1. Total bit count in s1488 benchmark

= 58 3z 2848 5 8

O O momcm@® .o . S
Unused|13 304|23 286|6 155|6 434(18 916|1 104 —
Alternate| 4 360| 3417 — — — — —
Open —| 730]|1643] 363| 1077 - -
Conflict OF —| 2228 — — — — —
Conflict FF —| 5133| 817|1181| 9403 — —
Antenna| —|12 108|2 425|3 062| 5 824 — —
Unpredictable —-| 570 - - - - -
Unknown — — — — — —|11 740




Table 2. Ratio of bits altering the design to all bits ineggory

S 3 4 & 5 @

T &€ ¢ 8gg_38 2
£ 2 8 o= 2% © g
5 35 83 22 27 5§ &8
2 OS @S apg @8 LS S5O
Unused| 0.0/ 0.0/ 0.0 0.0/ 0.0/ 0.0 —
Alternate| 84.8| 79.0 — — — — —
Open —| 98.8| 97.6/100.0/100.0 — —
Conflict_OF -| 87.9 - - - - -

Conflict_FF —| 64.9] 59.6| 38.6/ 89.1 -

Antenna —-| 0.0/ 0.0/ 0.0/ 0.0 — —
Unpredictable -| 19.6 - - - - -
Unknown — — — — — - 3.3

Interpretation of Table 1: Although the place andte tool from Atmel reports
329 used logic cells, more logic cells are occuphedtitional logic cells are used on
routing. However, less LUT bit number (only 436@shiis in alternate fault group
instead of more than 5280 bits expected. Thisrhessber is caused by utilization of
LUT, which is not always used as a 4-input LUT$veo 3-input LUTSs.

Table 2 shows the ratio between bits, which modliy design during the fault
injection, and all bits in correspondiragea and fault category. The layout of the
results in this table is similar to Table 1.

The assumption, that themtenna andunused bits have no influence on the design
function, was confirmed by these experimef@pen fault have significantly higher
probability that can change the design. On therolfaad, aconflict between two
functions atbus crossings, cell interconnections and bus/cell connection have
unexpectedly low ratio of altering bits to all bifthe reason of this result has not yet
been fully analyzed. It may indicate a higher ptility of conflict between same
functions in the logic cell or significantly diffent strengths of drivers in logic cells.

Table 3 shows several benchmarks and their ratibitef which can change the
design, to all bits in correspondifeplt category. The first line in the Table 2 shows a
total LUT bit number in alternate category as atidator of the benchmark size.

Table 3. Ratio of altering bits in fault categories for diftnt benchmarks

o 2 3
— N (42)

o — [qV]

g - 5 = 9 9 ¢ 33

LO [+ [+ [+ o] o) o] o] (2] (2]

used LUT bits| 388| 676/1102{1090| 420| 650| 822| 834|4360[4042
Unused| 0.0 0.0/ 0.0| 0.0| 0.0 0.0{ 0.0/ 0.0/ 0.0 0.0
Alternate|90.0|92.3| 84.7| 84.5|83.6|86.0(81.0|80.5| 82.3| 81.0
Open|97.6/99.3| 98.1| 97.8|98.4/98.2|99.6({98.9| 98.7| 98.9
Conflict 0F|93.6{94.4| 87.2| 87.4(89.2|86.1|87.7(88.1| 87.9| 88.1
Conflict FF|84.7|86.0| 80.6| 79.5(79.9(82.2|77.7(81.5| 76.5| 76.4
Antenna| 0.0| 0.0 0.0| 0.0| 0.0| 0.0 0.0| 0.0f 0.0| 0.0
Unpredict.|24.7|19.8| 10.9| 15.3|25.8|48.9|11.1|20.4| 19.6| 22.6
Unknown| 0.2] 0.3] 0.6/ 0.5| 0.2] 0.3 0.5 0.4] 3.3] 3.0




5 Conclusion

We are able to obtain precisely how many bits daange the design, which is
actually mapped and running into the FPGA. Thia Egnificant pre-requirement in
dependability modeling and calculations. Moreowse are able to separate bits,
which can not change the design from the wholdrbésn.

The obtained results opens a new field of appbcaith adjusting the synthesis and
place&route tools to compile a design, which woloédslightly more resistant to SEU
- but with noticeable worse delays in FPGA andrttaximum frequency decrease.
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